OOKNAL: AHANMKN3 ATAK HA XXYPHAJNIUCTOB U MEANAPABOTHUKOB B CTPAHAX LIA

B CTpaHax Ll,eHTpaanoﬁ Asuun onga nogaeneHus ceoboapbl crnosa n BblpaXXeHnA 4alle Bcero
NPpUMEHATCA topnanvyeckmne n SKOHOMmM4eckme MmexaHm3mbl, a UICTOYHUKOM Yrpo3 YacTo ABNAKTCA
npencraBuTeNn BNacTu.

K TakomMy BblBOA4Y NPULLINK UCCRefoBaTeENN B Nepuoa MOHUTOPUHIa U aHanu3a (pakToB 3a nocnegHue Tpu
rofa, KoTopble NpeacTaBneHbl B onydnukosaHHoM 14 anpens 2019 poknage «Ataku NpoTuB
XypHanucToB, bnorepoB n megnapabotHukoB LleHTpanbHom A3un n AsepbanmpkaHay.

Doknaa nogrotosneH Justice for Journalists coBmecTHO co LLkonon MnpoTBop4YecTBa 1
MeaunaTexHonorun B LIA n gpyrumm napTHepamu.

OkcnepThbl aHanMa3npoBanu Takke dakTbl OU3NYECKMX aTak, Yrpo3bl XnU3HKU, cBODOAE 1 300POBbI0
penopTepoB 1 MeanapaboTHUKOB, a Takke pasnuyHble MHUMAEHTbI U Yrpo3bl HEU3NYECKOrO XapakTepa
n/unun B knbepnpoctpaHcTee B 2017-2018-2019 rogax. 974 ataku, HanageHUA U pa3HbIX BUAOB
WMHUMOEHTOB npuxoguTcs Ha LleHTpanbHyto Asuto. Ha rpaduke Hmke oHU n3obpakeHbl B pa3bueke no
cTpaHam.

Oﬁu.l,EE HACNO aTaK NO CTpaHaM CornacHo aHanuay,
LI,EHTpEU'IbHOIT‘I AzUu 628 KA3AXCTAH nuanpyeTt no
aTakaMm C UCMonb30BaHEM

3a nocnegHuve Tpu roga (2017-2019 r.r) topUaNYECKUX M/unm
9KOHOMUYECKMX MEXaHU3MOB. B
cpegHeM B 3TOW cTpaHe
exerogHo Bo3byxaaeTcsa 6onee
50 gen NnpoTuB XXYPHaNUCTOB 1

ﬂbﬂoﬂ MeaunapaboTHMKOB 3aepKaHus,
NpaKkTUKyrTCA 0OBUHEHUS VX B
KneBeTe n cynebHble
npecnegoBaHus. MaccoBble
3aepxaHusi HanpsIMyHo CBSI3aHbI
C POCTOM MPOTECTHbIX
HacTpoeHui B obecTee. Yawe
BCEro 3afiepXaHus >XypHanumcros
1 6rorepoB NPOUCXOASAT B Xo4e

ocBeweHnda MMM MaccoBbIX
aKLMI B KPYMHbIX ropoaax

_ KasaxcTtaHa. C 2017 no 2019
rofibl aKCNepThbl

33aJ0KYMEHTUPOBANN 1 U3yunnu
496 Takux kencoB. OCHOBHOW LieNblo aTaK/yrpos ABNSETCS BOCNPENATCTBOBaHNE nybnvkaumm
maTepuaros.

onmp°

Ha rpachmke 1 nokasaHa cTaTUCTUKa aTak Ha XXypHanucToB, 6norepos n megmapaboTHnkoB KaszaxcraHa
B 2017-2019 rr.
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DUINYECKIE ATAKW W YTPO3bI KHIHM, ATaK1 M Yrpo3sl Hedguanyeckoro ATaKN C UCNOMbI0BAHNEM KOP MANYECKMX
cBoBofE M 300POBBIO X8paKTepa u/unn B KMBEP-NPOCTPAHCTBE WM IKOHOMUMECKUX MEXAHWIMOB

2017 m 2018 m2019
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3a Tpm roga noyTH 8MpPoe 8bIPOCIO KONMMYECTBO (PM3NYECKNX aTak MPOTMB XyPHanMCTOB, NoAaBnsoLLee
DOOMbLIMHCTBO KOTOPbIX COCTaBMAOT U3bneHus, He NoBnekwmne cmepTb. A caMmbiMy NONYNSIPHLIMU
MeTogamMu Hedhn3N4eCcKoro AaBneHnst Ha penopTépoB, 6norepoB n megmMapaboTHUkoB B KasaxcTaHe
SBNAIOTCA: TPaBns, 3anyruBaHue, NoBpexaeHne/oTbeM UMYLLLECTBA, TpaHcnopTa, obopyaoBaHus U
[OKYMEHTOB; B3NTOM 3MEKTPOHHOW MOYThI M aKKayHTOB B COLManbHbIX CETAX Y HE3aKOHHOe
BOCMNpEenATCTBOBaHUE XYPHANUCTCKOM AeaTenbHoCTU. Huxke Ha rpadmke 2 npuBeaeHbl AaHHbIE 06
aTakax u yrposax Hedmsunyeckoro xapaktepa n/unm B knbepnpocTpaHcTBe.

knbep, DDoS, xakepckan ataka Ha CMU 6 _

HEe3aKOHHOEe BOCNPensTCTBOBaHUE Xy PHanMcTeKon
neAaTensHOCTH
NOXULLEHKWE, PacripocTpaHeH e IMUHbBIX AaHHbIX, GULLMHT,
AOKCHHI
Tpaeng, 3anyruBaHu1e, [aBleHNE, yrPo3bl HACUIUEM 1
CMepTbIO, B T.4. B KWBepnpocTpaHcTee

T e T, T T, 1

o6opynoBaHva, AOKYMEHTOB

2017 m2018 m2019

Cpenun OCHOBHbIX MATU METOAOB [AaBIEHWUsI Ha >KYPHaNWCTOB Takke BXOAAT OOBMHEHWsI B KIeBeTe,
ockopbrneHun, yuiepbe penyTtaumm, cygebHble npouecchl, 3aaepXKaHns, 4onpock! U WTpadbl.

IANPET Ha BLIEIA W3 CTRaHel 1

KOHGMCKALIMA MMYWecTea, TPaHCNOpPTa, 0BopyaoBIHMA, AokyMenTos |14

B IHCTP | CBAIAK C TEPPOPMCTAMM, PAZHMIAHUA

&7 l
PO3HW, rOCH3IMEHE, NPKM3biBaM K Ci 3 KOHCTHTY ro...

obBMHENWE & kneReTe, ockopbneruu, yuephe penyTaumm (1) 59 37 _

33MNPET Ha BbE3N B CTPAHY, OTKAT B WAW OTIIE BWIbI WMWK
ARKPEAMTALWA
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3JANPET Ha 3aHATHE MYPHANMCTCKSR AeaTensHocTHo 3114
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VccnepgoBanu OTMETMAN, YTO KOMMYECTBO 3ajepaHuin penoptepoB B KasaxctaHe B 2019 rogy
yBenuuunock B 2,5 pasa, No CpaBHEHUIO C NpeabIayLLMMM Nepruogamu.



Y3BEKUCTAH 3aHumaeT BTopoe MecTo B pErMOHarbHOM PeNTUHIe No obLemy YnMcny pasnnyHbIX
aTak (131 Kelc) B OTHOLLEHUN XKYPHANUCTOB N MeanapaboTHMKOB C LieNblo NogaBneHus nx ceoboapl
CrnoBa 1 BblpaXeHWs1 MHEHUI. Tak e, Kak 1 B Apyrux ctpaHax LleHTpanbHol A3nn, 3gecb npeobnagaet
LUMPOKOE NCMONb30BaHWE IOPUANYECKUNX U SKOHOMUYECKUX MHCTPYMEHTOB AaBneHus. Huke Ha rpadmke
3 nokasaHo pacnpefeneHne BMAOB aTtak B pa3bvBke No rogam 3a TpexneTHWU nepunoa.
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Duznveckre atakm v YrPO3bi XHU3HMK, Ataknn Yrposnl He¢u3uqecxoroxapak‘repa ATaKu € MCNONbI0BAHNEM opugAavecKnx

csoboae v 300poBs0 1/vni B knbep-npocTpancTee W/MNK 3KOHOMUYECKNX MEXaHN3MOB

m2017 m2018 m2019

Cpeau Hedpmanveckux atak n/unu B knbepnpocTtpaHcTee Y3bekucTtaHa, Gonblie Bcero 6uino
3anyrvBaHuii, TpaBnu 1 Yrpo3 HaCUITMEM U CMepTbIo, B TOM YMCIE U B BUPTYyarnbHOM cpede.

OTn aaHHble n3obpakeHbl Ha rpadmke 4 ¢ NogpobHBIM NOSICHEHMEM B MOJIHOWM BEpPCUMM_O0Kaaa.

monnvrr [N
TPABNA, 3aNyTHBZHHE, AABNEHHE, YT PO3bI HACUMEM U CMEPTHIO B T, : | = | _
8 kubepnpocTpaHcTee
noBpexaeHKe/oTheM paboyero/KUNoro NoMeleH!s .
NoBpexaeHHe/OTbEM MMYILECTE, TPAHCNOPTA, 06OPYAOBaHMS,
2ogenTon B
AWCKpeAUTaLIMA, paCNpOCTPaHEHKE KNeBETHl B OTHOLWEHWK 1 -
pabotsuka CMIA/CMU
paenenue Ha pabotHuka CMW nocpencteom Heduanveckoro -
[RaBNEHMA Ha POCTBEHHMKOB M BANZKNX
B3N10M 3NEeKTPOHHOM NOYTHI, BKKEYHTOB 8 COLICETSX, KOMNbloTepa,
cMapThoHa
0 2 4 6 8 10 12 14 16
2017 w2018 m2019

K Tpem OCHOBHbIM BUAaM 3KCNEPTbl OTHECNN 3aKIHOUYEHUS XKYPHaNIUCTOB 1 MeAnapaboTHUKOB
(aaMUHMCTPATMBHBLIN apecT, npeaBapuTenbHoe 3akntoyeHne, CU30, Tiopbma), a Takke 3agepxaHus 1
cynebHble npouecchl Hag HUMU. Huke Ha rpadhuke 5 npeacTaBneHbl BCe BUAbI TakMX aTtak,
pa3genéHHble No KaTeropumn B COOTBETCTBUM C METOL0JTOTUEN NCCNEA0BaHUS.


https://jfj.fund/

arpaHnyeHre ceobogbl NepeaBrxeHwa BHYTPM CTpaHby permona) -
HACENEHHOMD NYHKTa Be3 PeleHMa Cyaa

CBRUHEHWE B KNeseTe, ockopEneHny, ywepbe penyTaumun (1) -

3anpeT Ha BLE30 B CTPaHY, OTKA3 B MNK OTIbIE BW3bI HfHJ'IM -

AKKPEANUTALIAM

yenoemsii cpok | 1 _
yronosHoe neno, uoikmouan (1) u (2) 2 _
i yaeworn npovece (172 I

obeick Gea noctanosnenwa cyaa NI

KOH$ MEKALMA MMYLIECTRA, TRAHCNOPTa, cBopRYASBaHWA,
ADKYMEHTOR

3aNPET Ha BEIE3A W3 cTpalel | 1 -

S 5 BN

AAMHUHWCTRATHEH BIA 2 PECT, NPeaBapHTensHoe 3aknederne, CHU30,
TIopEMa

AAMHHWCTPATHBHOE NPaBoHaPYLLEHKE, WTPad _

YBONBHEHME, BRHYMASHHOE YBONSHEHME, BoIHYMASHHBIM YXOA U3 2 _
npodgeccmn

wacunbctaentas aenopraurs |1 [l

sovpoc |4
sakpeimme CMUW/Bnokmposka pecypea B MHTepHETe 1 —

2017 = 2018 = 2019

CnepytoLe cTpaHom No KonmM4ecTBy METOAO0B AABMEHMS U 3aperncTpMpoBaHHbIX aTak Ha
KoppecnoHaeHToB 1 MmeanapabotHukoB ctan KbIPFbI3BCTAH. NpoaHanuanpoBaHHbii 101 cnyyan
rokasar, YTO OCHOBHbIM TUMOM AaBIEHUS Ha XXypHaNUCToOB, 6norepoB 1 MegnmapaboTHUKOB B
Kblprbl3cTaHe, Kak U B COCeHMX CTpaHax, SBMsIOTCA aTaku C UCNOMb30BaHNEM HOPUANYECKUX U/NNun
3KOHOMMYECKMX MexaHU3MoB. Ha rpadmke 5 npeacraBneHbl Tpy Buaa Takmx MeETOA0B B pa3buske no
rogam.
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‘Dnanuecme aTakn KU yrpo3sl )KM3HM,CBOGGD.E ATEKM W YTposbl Hetbnsnwecuoroxapa KTepa Aranm € WCNoNb30BaHWEM HOPHAWYECKHX

1 340pOBbIO n/vnu 8 kbep-npocTpancTee /NN IKOHOMMUECKMX MEXAHM3MOB

2017 m2018 m2019

OkcnepTbl oTMeTUnn, Yto ¢ 2017 no 2019 rog KONNMYECTBO aTak 1 yrpo3 HehmnsnyYecKkoro xapakrepa n/mnm
B kmbepnpocTpaHcTBe Bbipocno B KbiprbidcTaHe B NATb pa3 ¢ Havyana uccnegosaHus. Hanbonee
TPOMKUMW MHLUMOEHTaMM1 B 3TOM KaTeropum cTanm Xxakepckme atakm Ha psif KbIprbI3CTaHCKMX OHNanH-
Meama n Beb-canToB B koHUe aekabpe 2019 roga. Toraa maccoBov DDoS aTtake nogseprimch AeBATb
MHTepHeT-pecypcoB, Takux kak Factcheck.kg, Ecomonist.kg, Kloop.kg, Kaktus.media, Sokol.media, Vb.kg,
Knews.kg, Today.kg n Politklinika. MpocnyLika u cnexka 6e3 paspelleHnst cyaa 6sinm elle 0agHUM BUAOM
aTak, MAeHTUMUUMPOBaHHbLIX 3a Nepuod MoHUTOpUHra. kg. Ha rpadwmke 6 npvBeaeHbl AaHHbIE MO pasHbIM
KaTeropmsm HedM3n4YecKux yrpos u aTak.



noBpexaeHve/oTbeM pabouero/xunora nomeweHns .

noBpexaeHe/oTheM MYLLECTBA, TPAHCNOPTa, 06CPYAGBaHHNS, _
AOKYMEHTOB

AVICKPEAMTELMA, PACTIPOCTPAHEHUE KNEBETHI B OTHOWEHWH paBioTHuKa
CMW/CMU

npocnywka, cnexka bes paspewennacysa 1 -

TPaBNA, 3anyruBaHne, RABNEHUE, YTPO3bI HACHAMEM U CMEPTBIO, BTM. B B _
kubepnpocTpaHcTee

0 1 4 6 8 10 12 14

2017 m2018 m2019

OkcnepTbl OTMETUNN U TaKoM akT: pag atak n yrpo3 Hedn3nyYecKoro xapakrepa u/vnm B
KnbepnpocTpaHCcTBe, He ObINM BKIMOYEHbI B JaHHOe uccnenoBaHue. Ctankmeasach ¢ NOAOOHLIM TMMOM aTak
- TPONJINHIOM, TPaBIEeN U Yyrpo3aMu B KN6epnpoCcTPaHCTBe, - XXypHanNucTel U 6rnorepsl He Bcerga
pearnpyoT Ha arpeccuio UHTEpHeTe, 1 He coobLLatoT 06 3TOM B MpaBO3aLLMTHbIE FPYMMbI.

Haunbonee pacnpocTpaHeHHbIi MeToA AaBrieHnsi Ha 6norepoB n meanapaboTHMKOB € MCNONb30BaHUEM
OpPUANYECKUX U/MNN IKOHOMUYECKUX MEeXaHU3MOB HECKONbKO cokpaTtunca B 2019 rogy. (rpadwmk 7)
OTO CBSI3aHO C TEM, YTO NPUMEHSNNCE OPYr1e MHCTPYMEHTbI MOAaBrneHns ceoboapbl crioea u
caMOBbIpaXeHus, kBanuduumpyemMble kak Hedmamveckne n/unu knbepyrpoassbl. Viccrnegosatenm
3achmKcupoBanu, Y4To LUMPOKO UCMONb3yeMbIMU METOAAMU OABMNEHUS ABMNSOTCSA AOMNPOCHI, CyAeOHble
NpoLEeCcChl, HeNpaBOMEpPHbIEe 0OBUHEHNSI B 3KCTPEMU3ME U Pa3KNraHnn pasHbiX BUAOB PO3HU, 3aMpeT Ha
Bble3, U3 cTpaHbl 1 3akpbiTue CM/GrnoknpoBka pecypca B UHTEPHETE.

yronossoe geno, nckniowan (13w (2)  IET I
S p— s 2 —

OBSICH N0 NOCTAHSRNGHMIG CYaa 1

OEBMHEHINA B SKCTPEMUIME, CRAIAX © TEPDOPUCTE MM, PE3MMMEHAN DOFHI,

rOCHIMEHE, NPU3LIBAM K CEEPHEHMIO KOHCTMTYaUWOHHOMS cTposa (2] = —
oBeEuHEHME B KNeseTe, cckopbneqHnr, ywepbe penyTayu (1) Z
HEACHABCTREHHAR ABNORTALMA 2
KOHPMCKALMA MHYLLeCTES, TRPEHCN OpTa, o8 OpY.AcBEaHMA, AOKYMEHTCR 1 _
3ANPET KA BolS 30 W3 CTPaH 2 sy

FANPOT WA FLOIAH CTPAHY, GTKIS B WA oTasis auas wine axkpeamrauwad NI
sakpeire CMUY BnokupoRka pecypea & MHTEpHETE 3 —
3A[EPMAHWE 1
conpoc 1 S

momawrwii apect [

BolHYHAEHHAA SMATPALMA B PEIYNLTATE EOPHAMYECKOTO IKOHOMUHECKOrD

1 .
AATAEHNA
AAMHHMCTRATHEHBIA APECT, NPEABIPKTENEHOE Jakmoderne, TU 3D, Tiopoma 1
A0MHHUCTPETHEHOE NPaBOHARYILEHUE, TPad 1
(1] 2z & & ) 10 12

20177 m 1018 m 2019




TADKUKUCTAH 3aHnmaeT 4eTBEPTOE MECTO B LiIEeHTparibHoa3naTCKkoOM peNTUHIe aTak U yrpo3 npoTmBe
XXypHanucToB 1 megnapaboTHMKoB. OCHOBHbIM TUMOM OABMEHUS SBMASIOTCA aTaku C UCNONb30BaHMEM
HPUANYECKUX /MM IKOHOMUYECKUX MEeXaHU3MOB, Npexae BCero 00BUHEHNSI B 9KCTPEMU3ME, CBA3AX
C TeppopucTamu, Bo30yxxaeHue yronoBHbIX Aen n nuweHne ceoboasl penoptepos. Ha rpachuke 8
nokasaHa obLasa ctaTUCTKa UccreoBaHHbIX aTak B pa3brBke no rogam.
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DUINECKIE ATAKK K YTPO3bI WA3HW, CROBOAE  ATaKM W Yrposbl HebM3MUECKOro XapakTepa  ATaKM € MCNONbIOBAHMEM OPHAMYECKHK

W 3A0pOBEK ll,in'IM B KHEEDI‘IPDC‘I‘F&HE‘I’BG H}'HJ‘IM SKOHOMUYECKMY MEXAHWUIMOB

2017 w2018 w2019

Cpeau 81 npoaHanuanpoBaHHON aTtaku BbINo 0BHApPYXEeHO, YTO Yrpo3 Hepu3nvyeckoro xapakrepa u/unum
B KubepnpocTtpaHctBe ¢ 2017 no 2019 rogbl ysenuumunuce B cpegHeM B 3 pasa. 3TO OTPaXeHo Ha
rpacpuke 9.

Takon pocT aKCnepTbl CBA3bIBAKOT C NPUOMMKEHNEM ABYX BaXHbIX MONUTUYECKNX COBBITUN B
TamxuknctaHe — BbIGOPOB B NapnameHT 1 BbIbopoB npe3naeHTa. Yalle Bcero o6bLekToM aTak B
TagxunknctTaHe ABMSIOTCS HE TONBLKO XXYPHANMUCTbI, HO U NX POACTBEHHUKM, KOTOPbIE NOABEPratnTCs
pasnuyHbIM NpecrnefoBaHNAM, BKITOYas 40NPOCh! U 06bICKN.

ponmerr [N

TPaBnA, 3anyreaHye, faBnexune, yrpo3bl HaCUNMeMH CMEPTBIO B T.H.

.

B kubepnpocTpaHcTee
noBpexXaeH1e/oTbemM pabovero/)moro noMeleHus

noepexaeHUe/0TheM MMYLLIECTBa, TDAHCNOPTa, 060pyAOBaHMS,

NOKYMEHTOB

pabotHuka CMIA/CMU

pasnerue Ha pabotHnka CMM nocpeacreom Heduanyeckoro
[ABNEHWA Ha POACTEEHHUKOB U 6113KUX

B3NomM EﬂeKTPOHHOFI NOYThI, AKKayHTOB B COUCETAX, KOMMbIOTEpPa,

cMapThoHa

3
AUCKpeauTaLa, pacnpocTpaHeHWe KneeeTsl B OTHOWEHUA
"
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2017 w2018 m2019

Cambli  pacnpoCTpaHeHHbIn MeTO4 [AaBfeHuss Ha XypHanuctoB u pabotHukos CMW B
TamgKMKMcTaHe - YrorioBHble Aeria no OOBUHEHMSIM B 3KCTPEMU3ME, CBSA3SIX C TeppopucTamu,
KneBeTe M no Apyrum crtatbsiM. Kak npaBwno, cyabl Hag paboTHukamu CMW 3akaHumBaroTcs
OOBUHUTENBHBLIMU NPUrOBOPaMMU.



OTOT BUA Yrpo3 B OTHOLUEHUM MeamapaboTHMKOB JKCMEpPTbl MOEHTUMUMPOBANM Kak aTakm C
MUCMNONb30BaHMEM HOPUANYECKUX U/UNTN IKOHOMUYECKNX MEeXaHU3MOB, KOTOPbIE JEMOHCTPUPYET
rpacpmk 10.

nasneHue Ha paboTrika CMI nocpeacTsom iopranuckoro ufuam

x| -
SKOHOMWYECKOMD AABNEHWA HA POACTREHHWKOE W BANIKMK
BbIHYXOEHHAA IMAMPALNA & pe3yneTaTe
N
npnnmecxom;'smhcnme:mrc OaBNEHWA
OBBMHEHMA B IKCTPEMMIME, CBA3AX C TEPPOPMCTAMM, PAIMMIAHMM i _

PO3HW, TOCH3MEHE, NPWU3bIBAM K CEEIEHNID KOHCTATYLMOHHOTO. ..

3aNpeT Ha BEbe3f] B CTPaHY, OTKa3 B UMK OT3biB BAbI u,funu
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2017 w2018 m2019

B TYPKMEHUCTAHE - camon 3akpbiToM CTpaHe - paboTaTb >XypHanuMcTOM MpakTUYecKu
HEBO3MOXHO. WHdopmauua o npoucxofswiem B CTpaHe [AOHOCUTCS [0 3apybexHblx Meama
«HapogHbIMU KoppecnoHaeHTamuy. MNoapobHble AaHHble MO BCEM CTpaHaM MOXHO MpoyuTaTtb B
MonHOM BepcuW [OKMaja Ha pPYCCKOM UM aHMMUACKOM  A3blkaxX MO CCbikaMm  http://ca-
mediators.net/ru/issledovaniya/5365-dokla-ataki-na-zhurnalistov-blogerov-i-mediarabotnikov-centralnoy-azii-i-
azerbaydzhana.html https:/jfi.fund/ru/central-asia-azerbaijan-report-rus/
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